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a number of fields, leading to improved resource efficiency, systems and processes. The Internet of
Things (IoT) refers to a system of interconnected devices that share information that exchange in-
formation with one another via the internet. IoT devices are now everywhere, found in applications

2024 ranging from unmanned aerial vehicles to smart home environments, from the Industrial Internet of

Keywords: Things to the Internet of Medical Things. The core concept of IoT revolves around establishing a

Internet of Things seamless and intelligent communication ecosystem, facilitating interactions between devices over

Wireless networks the internet. This is anticipated to create new opportunities for enhancing services in various societal

Advanced technologies sectors, such as transportation, farming and smart cities. However, loT-based networks face limita-

g T "V"?’ tions and challenges that hinder the realization of their full potential. This paper outlines these chal-
ecurity

lenges and proposes solutions, emphasizing the importance of collaboration and innovation. The
paper also anticipates future trends in IoT, particularly the integration of 5G connectivity, cloud
computing and Al, and identifies areas for future research to address current challenges and explore
new applications.
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1. Introduction

Our lives are becoming increasingly digitalized, as new technologies are continuously invented and adopted. While there are some
drawbacks to this technological progress, there is optimism about the upcoming digital revolution due to technologies becoming
more affordable, convergent and innovative. The Internet of Things (IoT) is influencing both the present and future generations of
the internet (Atzori et al., 2010). The main goal of IoT is to improve communication abilities between connected devices in dif-
ferent networks. This includes improving security aspects and mobility, making it available at any time and to everyone in various
locations, as well as the development of new intelligent applications and services. The concept of IoT quickly developed into a
crucial ecosystem, involving data, people, processes, objects and the internet are interconnected. Applications of IoT technology
span various domains, including smart homes and education (Perera et al., 2014), healthcare (Islam et al., 2015), smart farming
and agriculture (Talavera et al., 2017), smart industries (Javed et al., 2018), safety and intelligent transportation (Xu et al., 2014)
and smart cities (Zhu et al., 2015), as well as the military (Ferndndez-Caramés & Fraga-Lamas, 2018a) and the financial sectors
(Hassija et al., 2019). Such applications leverage IoT technology to improve the standard of living for individuals (Khairnar &
Birari, 2018). The different applications leverage computing technologies, such as edge, fog, cloudlet and cloud computing, to
store, process and analyse data. In IoT, data are crucial for decision-making and are often highly private and sensitive (Kuchuk &
Malokhvii, 2024). IoT has the potential to revolutionize our lives and work environments, making them smarter and more
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interconnected and responsive to our needs. Alongside its significant benefits, however, IoT presents challenges related to security,
privacy, interoperability and data management that must be carefully addressed to ensure its widespread and secure adoption (Jatoi
et al., 2023). IoT has emerged as a groundbreaking concept, effortlessly linking physical devices to enable communication, data
collection and data exchange. Research has been undertaken to trace the origins of 10T, assess the main areas of study and address
the challenges it will encounter. The progression of IoT technology is strongly connected to the support of associated theories and
methodologies, leading to growing interest from both scholars and practitioners in its development. It is, therefore, an opportune
moment to review and reflect on the progress and development of IoT. This paper offers a comprehensive review of the current
trends in IoT literature, which includes the intersection of various emerging applications and interdisciplinary technologies. It
seeks to advance the future of IoT development and research.

The structure of the paper is as follows. Section 2 offers an overview of [oT and Section 3 presents the technologies used in IoT-
based networks. Sections 4 and 5 discuss IoT architecture and applications, respectively. Section 6 outlines the main challenges
posed by IoT. Section 7 highlights research trends and opportunities and Section 8 concludes the paper.

2. IoT Background

2.1. Concept and Vision

The internet is now essential for the transmission of information (Baldau & Utz, 2017). However, the technology is evolving beyond
the mere sharing of information to encompass data collection, data analysis and remote control via the internet, resulting in the
emergence of IoT. IoT allows the collection, control, analysis and sharing of real-time data between physical, connected devices
in such networks (Lin et al., 2017; Liu et al., 2020) with the aim of enhancing quality of life (Miori & Russo, 2017). The combi-
nation of ‘internet’ and ‘things’ signifies an innovative leap in information and communication technology (ICT): ‘internet’ em-
phasizes a vision focused on the internet within IoT, and ‘things’ accentuates a focus on the objects themselves. These visions are
thus integrated into a unified framework in which diverse objects or things are interconnected (Bandyopadhyay & Sen, 2011). IoT
is fundamentally a network that links various components, such as computers, machines, and users with unique IDs. This network
allows data transmission without requiring direct interaction between humans or between humans and computers. This develop-
ment marks a significant milestone in the information technology field and a step towards a modern technological revolution
(Wanasinghe et al., 2020). IoT can also be defined as “things that are associated over the Internet” (Khanna & Kaur, 2020, p.
1687). This remarkable technology has impacts on our everyday lives (Rose, 2014). For example, it allows for the control of a
broad array of devices, from household appliances such as refrigerators and air conditioners to entertainment systems such as TVs
and even vehicles that can suggest the quickest and safest routes, all managed through smartphones as well as smartwatches
(Haslett & Brown, 2018). IoT also influences various domains, such as healthcare, smart homes, agriculture, industrial automation
(Industry 4.0), transportation systems, urban development, infrastructure monitoring, trade, environmental surveillance, and smart
water management and power grids (Al-Fuqaha et al., 2015). IoT encompasses interconnected systems, sensors, automotive an-
tennas and other components (Motlagh et al., 2016). With its capacity to generate and analyse large volumes of data, [oT plays a
significant role in driving projects that are focused on big data analytics (Marjani et al., 2017), particularly by providing real-time
data (Akbar et al., 2018). IoT is a dynamic infrastructure that uses sensing and network communication technology to establish
connectivity everywhere, among people, machines and objects. Over the past several decades, the digital revolution has led to the
development of this transformative technological framework. IoT facilitates seamless data exchange, marking a significant shift
in the technological landscape (Miorandi et al., 2012). The total number of devices in IoT networks was forecast to reach 83 billion
by 2024, which would see a significant rise from 35 billion in 2020. For example, the Industrial IoT (IIoT) sector alone, covering
manufacturing, trade and farming, was projected to represent more than 70% of all IoT connections by the year 2024, with an
expected 180% increase in I1oT units over the next four years (Rothmuller & Barker, 2020). It was also expected that the number
of devices linked to the internet would reach 75.44 billion (Zhou et al., 2019), and the financial impact of IoT technology was
expected to range from $2.7 trillion to $6.2 trillion by 2025 (da Cruz et al., 2018), underscoring the profound societal impact of
IoT technology. These devices were also projected to generate approximately 80 zettabytes of data (GlobalDots, 2019).

The McKinsey Global Institute and the National Intelligence Council forecast that by 2025 commonplace items, such as food
packaging, furniture and paper documents, would be integrated into the internet as nodes. This forecast highlighted the transform-
ative potential of integrating technologies that interacted with the human environment. The merging of information technology
and embedded technology was anticipated to propel the evolution of smart objects, which are pivotal to the vision of IoT (Asghar
etal., 2015).

Indeed, IoT appears poised to become a pivotal technology. Smart and interconnected objects are envisaged as being able to gather
enormous amounts of valuable data, facilitating informed decision-making, lowering expenses through automation in industrial
and residential environments, tracking objects and materials, tracking assets and environmental conditions, and facilitating further
efficient and advanced medical interventions.
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2.2. History and Evolution

The evolution of the internet to the IoT has gone through several phases. The first, known as the pre-internet phase, allowed
communication over fixed telephone lines and through the Short Message Service (SMS). Subsequently, mobile telephony devices
upgraded the communication platform. The second phase enabled the transmission of large messages, such as emails with attach-
ments, offering information and entertainment as primary functionalities. Furthermore, phase three, referred to as the internet of
services, emphasized electronic applications, such as e-commerce and e-productivity tools. Phase four, the internet of people, saw
the rise of social media platforms and many other media, such as Facebook, Orkut, Skype and YouTube. Previously independent
devices are currently being interconnected through the internet and include machine-to-machine (M2M), person-to-machine, and
person-to-person systems. This integration of data, processes, humans and things characterizes the Internet of Everything (IoE)
(Evans, 2012a, 2012b). IoE is based on four foundational elements: people, data, processes and things. Unlike IoT, which focuses
primarily on ‘things’, IoE extends to include business and industrial processes to enrich people’s lives. IoT, IoE and Internet of
Nano Things (IoNT) represent novel paradigms for integrating the internet into personal, professional and societal contexts (Miraz
et al., 2015). They have the capability to gather and evaluate data in real time from millions of interconnected sensors, which can
then be utilized to support both automated and human-centric processes. Differentiating between 10T, IoE and IoNT is seen as
valuable for anticipating upcoming developments. Furthermore, these technologies offer additional benefits, such as assisting in
the formulation of public policy objectives, promoting environmental sustainability and advancing economic and social goals
(Bradley et al., 2013). Recently, IoT emerged as a technology with significant capabilities in respect of smart control, connecting
various physical devices around the world to the internet for data sharing and reception. The introduction of cloud and fog com-
puting has further advanced IoT, linking it to upcoming web revolutions, each technology driving the other forward. The merging
of IoT and cloud computing has yielded numerous advantages as cloud platforms gain popularity among hardware and software
developers for their user-friendliness and cost-effectiveness (Kaur et al., 2020). Researchers are striving to integrate artificial
intelligence (Al) into interconnected devices, enabling the latter to make decisions and take actions with zero human intervention.
Evaluating the functional capabilities of IoT without considering the continuous advancements and changes in the field may,
therefore, lead to incorrect assessments. Furthermore, generative Al (GAI) has now been introduced, possessing the impressive
capability to create new content such as digital films, audio, images and code, thereby profoundly affecting various domains
(Zhang et al., 2023). By integrating GAI into contemporary IoT systems, a new paradigm known as GIloT is emerging. GloT
shows considerable promise for revolutionary applications across multiple fields. Through the synergy of advanced IoT and GAI
technologies, GIoT has the potential to facilitate intelligent systems, optimize resource management, improve decision-making
processes and enhance overall efficiency and sustainability across various sectors. The merging of GAI technologies with modern
IoT represents a significant opportunity to reshape the loT landscape (Wen et al., 2024).

3. IoT Technologies

Numerous facets of our everyday routines are currently linked wirelessly through compact, energy-efficient devices, such as radio-
frequency identification (RFID) tags, near-field communication, Electronic Product Code (EPC) tags, mobile devices, and GPS.
These are further supported by the evolution of sensor technology, actuators, embedded computing, M2M communication, and
cloud computing. Implementing these technologies can extend the initial idea of [oT into the domains of ambient intelligence and
autonomous management. The ongoing advancement of these technologies consistently introduces innovations to the IoT envi-
ronment (Li et al., 2015). Outlining the technology of the IoT that shapes future-based innovations is a challenging task due to the
multitude of inventions and discoveries all around us. Nonetheless, the technology can be explained by categorizing it into four
distinct foundations: system hardware, software devices, communication routes, and platforms. IoT further distinguishes itself
from other technologies in terms of its middleware (Sezer et al., 2018), hardware (Ojo et al., 2018) and cloud integration platforms
(da Cruz et al., 2018). Sensors are particularly prominent among IoT hardware, as [oT devices frequently incorporate sensors on
boards equipped with a microcontroller, microprocessor and network interface. The leading loT hardware boards include Rasp-
berry Pi and Arduino (Swamy & Kota, 2020). IoT technology also encompasses end nodes, edge computing, fog computing,
cloudlets, and cloud computing, which collectively bring intelligence to IoT systems. Typically, sensors and signal-conditioning
circuits are linked to end nodes, which are utilized in applications that demand the deployment of numerous high-resolution sensors
to measure the physical conditions of the environment (Lu et al., 2018). IoT devices need to utilize sufficient communication
bandwidth, data preprocessing and computation methods while fulfilling system design specifications, such as those relating to
security, mobility, self-diagnosis, privacy management, availability and scalability. [oT contributes significantly to the creation of
large volumes of data. Managing such a vast amount of data can be challenging due to limited resources and computing capabili-
ties. Computing paradigms, such as cloudlets and cloud, fog and edge computing, have emerged to support the IoT data lifecycle,
encompassing storage, preprocessing and analysis (Elazhary, 2019). IoT can also benefit from various low-power radio technolo-
gies, including Bluetooth, IEEE 802.15.4 (ZigBee), Z-Wave, Sigfox, Neul, and NB-IoT, as well as wired technologies such as
Ethernet. These technologies enable seamless efficient communication over the internet, whereby IoT systems can benefit from
using [Pv6 to identify objects easily.
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4. IoT Architecture

Various experts have proposed different structures for IoT, but no single architecture has to date been universally standardized by
any organization. This is mainly due to each technology introducing a framework and advocating its own best practice (Sabella et
al., 2019). All IoT applications require at least one sensor to collect data from the environment, as sensors form essential compo-
nents of smart objects (Morais et al., 2019). IoT architecture generally includes multiple layers, spanning from the application
layer at the top to the data acquisition layer situated at the bottom, with the internet layer serving as a common medium for
communication in between. Several architectures have been introduced to provide a clearer understanding of the concept of IoT,
with three- and five-layered architectures being used most prominently (Goyal et al., 2018; Zhong et al., 2015). The Institute of
Electrical and Electronics Engineers (IEEE) also proposed a framework for an IoT architecture designed for smart cities and grid
architecture standards developed between 2018 and 2019, respectively (IEEE Standards Association, 2018, 2019). The complexity
of IoT arises from its heterogeneity and broad scalability requirements, particularly in addressing and delivering services. A suc-
cessful IoT architecture should integrate devices, networks and applications in order for them to work together seamlessly, achiev-
ing intelligent outcomes that meet user acceptance criteria through the connection of diverse objects. This architecture typically
consists of protocols and standards, as well as multiple layers of technologies that are crucial for facilitating connections in [oT.
Currently, [oT architecture reviews tend to follow the OSI layer or TCP/IP model, often exemplified by three-, four- and five-layer
architectures (Nizeti¢ et al., 2020). The creation and implementation of self-healing and self-configuring architectures are essential
in IoT. Researchers focus on IoT middleware architectures to deliver secure and real-time services for essential applications,
including health tracking and disaster management systems. Any effective [oT architecture must encompass a diverse range of
devices and technologies while being flexible enough to accommodate identification needs (such as RFID tags) as well as intelli-
gent and smart objects. Furthermore, the IoT architecture should be able to integrate high volumes of data from multiple types of
resources, recognize important characteristics, define relationships in the data, examine them against historical data and highlight
insights to inform decision-making. The most widely recommended models consist of three- and five-layer architectures (Al-
Fuqaha et al., 2015). A three-tier architecture comprises the following layers: (1) perception layer, (2) network layer, and (3)
application layer (Yang et al., 2011; Zhang et al., 2012). A five-tier architecture extends this by adding business and middleware
layers, thus: business, application, middleware, network, and perception layers (Khan et al., 2012).

Communication is vital for the exchange of both raw and processed data between IoT devices and to facilitate uninterrupted
connectivity between endpoints at all times and in any location (Ageel-ur-Rehman et al., 2013). IoT utilizes various communica-
tion models, including edge-to-edge, edge-to-gateway, edge-to-cloud, and back-end data-sharing models (Yu et al., 2018). This
involves numerous protocols tailored to specific architecture layers, whether IP-based or non-IP-based. Both the global and local
area networks used in [oT communication necessitate the management of mobility protocols based on IP, with IPv6 being favoured
for its scalability and reliability. Communication between devices (inter-device and intra-device) occurs at the lowest layer of the
architecture and frequently involves adapting access technologies. For instance, the IEEE 802.15.4 protocol is tailored to sustain
extended lifecycles in low-power device communications. When choosing the correct communication technology, it is essential
to take into account factors that will result in seamless communication, such as the rate of the data, interoperability, range of
transmission, operating frequency, and bandwidth consumption. The application layer, situated at the highest level of the IoT
architecture, handles application services that facilitate communication between IoT devices for users (Kumar & Mallick, 2018).
It formats and presents data to end users through a range of protocols in the application layer, such as MQTT, CoAP, XMPP, DDS
and RESTful/HTTP (da Cruz et al., 2019). IoT frequently utilizes existing hardware infrastructure, but new software development
is necessary to ensure interoperability among diverse devices and to better manage the extensive data generated (Whitmore et al.,
2015). One of the important elements of every IoT object is the operating system (OS), which serves as a bridge between the user
applications and the physical environment (Sabri et al., 2017). Generally, the OS comprises the kernel, system shell and utility
software. The kernel manages resources, the system shell allows access to the kernel, and the utility software includes tools such
as compilers, assemblers and debuggers. Higher-level IoT platforms, such as Raspberry Pi, BeagleBone, Orange Pi, Samsung
Artik, Intel Edison, and Galileo, use OSs such as Raspbian, Ubuntu Mate, Snappy Ubuntu, Windows 10 [oT Core and many more,
which require substantial memory (Swamy & Kota, 2020). Service-oriented architecture (SOA) plays a crucial role in integrating
diverse systems or devices and has proven effective in applications such as cloud computing and vehicle networking (da Silva et
al., 2020). The primary benefit of SOA is its capability to facilitate the construction of flexible multilayer frameworks customized
to meet individual business requirements (Wang et al., 2021).

5. IoT Applications and Use Cases

As intimated above, the potential applications of IoT are substantial and varied, affecting almost every aspect of daily life. [oT
can enhance quality of life across various environments, including homes, workplaces, hospitals and gyms, and while travelling.
In these settings, intelligent objects equipped with communication capabilities can exchange information, enabling various appli-
cations. In practice, loT applications can be categorized into five domains: community, transportation, environmental, industrial
and entertainment. These applications are increasingly integral to our lives, providing significant benefits and fostering a growing
dependence on their functionality. The evolution of distinct IoT application domains depends on several critical factors:
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advancements in electronic components, accessible software solutions with user-friendly interfaces, developments in sensor tech-
nologies and data acquisition methods, the reliability of network connectivity and infrastructure, and an adequate energy supply
for the manufacturing and operation of IoT devices. Information technology, especially IoT-enabled smart technologies, serves as
the primary catalyst for effective digitalization across multiple sectors. The energy sector in particular is rapidly advancing through
‘energy digitalization’ in various energy-related domains. Currently, energy is one of the most significant areas of IoT deployment,
encompassing advancements in smart homes, enhanced automation of home energy systems, the establishment of smart and adapt-
able micro-grids, and enhancements in the efficient demand-side management of power systems. There has also been significant
work on the concept of the circular economy, investigating various ideas to support smart waste management and address major
societal challenges. IoT technologies have also recently been tested for use in environmental protection, especially in relation to
air quality monitoring, demonstrating considerable potential in this area. The following subsections outline some of the main areas
in which IoT systems are being applied.

5.1. Smart Homes

IoT-based smart home security systems enhance monitoring, control and security through internet connectivity, making these
processes more efficient and accessible. As IoT technology advanced, it was expected to boost the security and safety of home
occupants significantly (Ali etal., 2017; Rachman, 2017; Susilo et al., 2021). These systems can, for example, automatically detect
motion, monitor temperature and humidity levels, and track activities within the home. Users can also manage and monitor the
system remotely through an internet-connected application that is integrated with the IoT system (Faroqi et al., 2017; Riskiono et
al., 2018; Setyawan et al., 2021). IoT-based smart home security systems are able to use various sensors, such as gas, passive
infrared (PIR) and digital humidity and temperature (DHT11) sensors, flow switches and cameras, along with an ESP32 micro-
controller, to enhance home security. This technology allows homeowners to monitor their security systems, respond quickly to
emergencies, and maintain greater control. The system communicates with a server or mobile application, analysing the data
collected to generate actionable insights (Parti et al., 2024).

5.2. Smart Cities

Smart cities represent a significant application of IoT technology (Cvar et al., 2020). Examples of IoT applications in smart cities
encompass automated transportation, urban security, smart energy management systems, smart surveillance, and water supply and
environmental monitoring (Garcia et al., 2017). The IoT market predominantly focuses on smart cities and I1oT, with other prom-
ising areas including connected buildings, cars and energy sectors. The smart city concept is experiencing the fastest growth among
IoT application areas, driven by a rising urban population which leads to severe infrastructure challenges. The primary advantage
of IoT technologies in smart cities is their ability to address and mitigate these infrastructure issues in densely populated urban
areas.

5.3. Vehicles

Connected vehicles are on the increase (Uddin et al., 2019) and it is also expected to see [oT implementations in budget cars.
Previously, this technology was primarily used to optimize internal vehicle functions, but there is now increasing focus on using
IoT to enhance the in-car experience (Lengyel et al., 2015). Introducing the concept of 10T to the transportation field has resulted
in a new type of network, called the Internet of Vehicles (IoV), which aims at improving the driving experience and road safety.
This is achieved by connecting useful information from road objects and distributing it to drivers to avoid road hazards, for ex-
ample (Priyan & Devi, 2019). Furthermore, road authorities can collect and analyse information from both road objects and vehi-
cles to improve the transportation system in general. This will help in implementing an intelligent transportation system (ITS),
which is one of the modern aspects of smart cities (Gracias et al., 2023). For instance, Chowdhury et al. (2023) propose a guided
priority-based incident management system to help emergency vehicles reach incident locations faster, which will lead to a reduc-
tion in response times.

5.4. Wearables

Wearables have become highly sought-after tech products in recent years (Fernandez-Caramés & Fraga-Lamas, 2018b). They
appeal to users of all ages, including teenagers, those who are middle-aged, and even older adults, because of their user-friendly
interface and health advantages, which include features such as sleep tracking, heart rate sensors, oximeters, and pulse calculators.
These devices help us stay connected in our interconnected world (Shafi & Waheed, 2019). Currently, there is considerable ex-
citement surrounding IoT, with new IoT-enabled products being launched by companies almost daily (Hossain, 2023).

5.5. Healthcare

The use of IoT in healthcare has experienced substantial growth in recent years was expected to expand further in the coming
decades (Amine & Oumnad, 2018). [oT enables the use of interconnected devices to promote healthier lifestyles. The concept of
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connected digital health presents significant potential for individuals and organizations in the medical and pharmaceutical indus-
tries, although it has yet to reach widespread adoption among the general population. Healthcare systems can also benefit greatly
from IoT devices, particularly through the concept of e-health (Allam et al., 2024). Enhanced monitoring systems supported by
IoT can improve quality and patient safety.

5.6. Supply Chains

IoT plays a crucial role in supply chains by tracking, organizing and managing products and inventory information (Ben-Daya et
al., 2019). IoT underscores the notion that machines excel in communicating data more effectively than humans, enabling com-
panies to analyse larger volumes of data in less time. As noted by Udeh et al. (2024), IoT has the potential to improve supply chain
management in two main directions. First, [oT is used in collecting real-time data, including location, temperature and speed, for
the purpose of tracking the conditions of products as well as helping take any necessary actions or adjustments. Second, IoT can
play a major role in improving inventory management by increasing the accuracy of product location, which should result in
reducing unnecessary high stock levels. Furthermore, IoT can reduce costs in general by utilizing the available resources more
efficiently, by, for example, leading shipments to use the optimal and shortest path to reduce both delays and fuel consumption
(de Vass et al., 2018).

5.7. Financial Institutions

Devices which are part of IoT networks offer banks and financial institutions real-time data, which enhances decision-making
capabilities, improves customer experiences and boosts operational efficiency. These types of institutions have integrated IoT
extensively into their daily operations. For instance, door access controllers manage physical access to critical areas, surveillance
cameras can detect suspicious activities, and tablets can streamline customer interactions. ATMs, one of the earliest [oT devices
in banking, provide customers with round-the-clock access for their banking needs, and wearable devices enable seamless mobile
payments (Kannan, 2024).

5.8. E-Learning

IoT facilitates e-learning, particularly through the implementation of m-learning, across educational institutions, providing greater
accessibility for both students and teachers. This advancement offers benefits such as enhanced feedback and progress monitoring
for learners (Evans, 2013). IoT can also help in dealing with infrastructure limitations by increasing scalability (Wahshat et al.,
2024). Today, classrooms and lecture halls are occupied by various IoT-enabled devices for the purpose of increasing interactivity
and engagement, which leads to an enhanced learning experience (Ozbey & Kayri, 2023). Furthermore, online and offline mate-
rials can also be accessed easily.

5.9. Agriculture

As the global population continues to grow, so does the demand for food. In response, smart farming has emerged as one of the
most rapidly expanding and essential areas of IoT technology (Alonso et al., 2020). Overall, incorporating IoT technologies in this
sector has not only optimized operations but has also brought about remarkable gains in efficiency, sustainability and innovation.
Furthermore, IoT helps in the automatic monitoring of farms to detect hazards or potential issues and notify farmers to take the
necessary action (Morchid et al., 2023). In addition, controlling costs and reducing waste can be achieved by introducing IoT and
other advanced technologies, such as a blockchain (Mishra & Sharma, 2023). In general, introducing IoT into agriculture will
transform traditional farming into what is now referred to as data-driven farming (Liang & Shah, 2023).

6. IoT Challenges

IoT offers extensive opportunities but also presents various challenges. Key challenges include interoperability, scalability, power
consumption and battery life, data management and analytics, lack of standardization, regulatory compliance, and implementation
costs. Addressing these challenges requires a collaborative approach involving industry stakeholders, policymakers and technol-
ogy innovators. This collective effort is necessary for ensuring the sustainable growth and success of the IoT ecosystem. For
instance, in the case of energy consumption, IoT devices are constrained by energy and often connect with and disconnect from
access technologies because of their short-range coverage and mobility through multiple hops. In terms of scalability, the vast
number of IoT devices connected within an application is considered another challenge. Hence, handling the deployment and
functionality of these devices effectively requires scalable operations. Furthermore, integrating multiple protocols and standards
is an expensive and intricate undertaking, making it imperative to find solutions that reduce these costs and complexities. Interop-
erability in IoT networking is a challenge due to many factors, such as the different technologies in use, the variety of the existing
applications and architectures, and the protocols available to manage communications and ensure a high standard of security and
privacy. One of the practices of handling such a challenge has been to introduce cloud computing and cloudlet concepts. Moreover,
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sustainability has emerged as a critical consideration amid the rapid evolution of IoT technologies which offer various benefits.
However, this rapid progress needs vigilant monitoring and assessment from an environmental standpoint to mitigate negative
impacts and ensure the efficient utilization of limited global resources. Furthermore, the diverse characteristics and growing adop-
tion of IoT, combined with the rapid growth of IoT networks, create difficulties in consolidating existing IoT architectures. The
large volume of data generated by connected objects also plays a vital role in the realm of big data. Big data analysis has been
found to be a significant drawback in [oT due to the vast quantities of data gathered from diverse sensors in different locations. In
addition to the aforementioned IoT challenges, the following factors are considered to affect IoT deployment directly and may
render achieving its optimal benefits.

6.1. Security

Securing IoT networks is a top research challenge and a priority for various critical applications. Several factors contribute to the
vulnerability of IoT systems. One key reason is that [oT components often remain unchecked for extended periods, causing them
to be susceptible to physical attacks. The predominance of wireless communication in IoT also makes eavesdropping relatively
easy. Traditional security models are inadequate for addressing the new security challenges exacerbated by the high volume of
data produced by IoT. In addition, traditional security mechanisms and protocols, originally designed for conventional devices,
often lack the requisite interoperability, scalability and integrity for loT environments. Furthermore, loT elements typically have
limited processing power and computational resources, which restricts their ability to enable advanced security protocols. IoT
security aims to safeguard assets and provide a high level of protection in terms of communication, as well as ensuring data
availability and integrity. Consequently, researchers have focused on studying vulnerabilities (Zolanvari et al., 2019), defences
(Lin et al., 2018), types of attacks (Pourghebleh et al., 2019) and mitigation strategies (Nguyen et al., 2019) by using various
simulators, emulators and platform analysis. To safeguard IoT connections from disruption and unauthorized access, security
measures must be implemented through all layers of the architecture, spanning from the lowest to the highest levels. Various
mechanisms have been developed in order to provide a high level of protection in IoT networks. In practice, however, optimizing
latency and enhancing computation speed for security algorithms in IoT applications is challenging. Mobile applications control
most [oT applications, making securing these apps a major concern. For instance, implementing a multifaceted approach to secur-
ing networks and mitigating cyber threats while adhering to regulatory standards can provide substantial benefits. Leveraging
machine learning and Al technologies can also play a pivotal role in achieving this balance (Alsamiri & Alsubhi, 2019).

6.2. Standardization

Standardization poses a primary challenge in IoT deployment. Standards are essential for establishing and advancing IoT technol-
ogies, ensuring equitable access and service utilization for all stakeholders. The absence of standards can also reduce the compet-
itiveness of IoT products. Consequently, various organizations have developed numerous technical standards over the past decade,
including middleware and interface standards. For instance, the National Institute of Standards and Technology (NIST) has been
active in drafting cyber-security specifications, such as NISTIR 8259, 8259A and 8228 (NIST, 2019). In addition, in 2019, the
European Union Agency for Cybersecurity (ENISA) published good practices for IoT security (Brass et al., 2018; ENISA, 2019).
Furthermore, oneM2M (2016) applies security standards for [oT in its own systems, such as the European Telecommunications
Standards Institute (ETSI) TS 118 103 and TS 003. One reason for the lack of standardization is that most of the existing internet
protocols and standards were not originally developed with IoT devices in mind. Embedded devices also have severe constraints
in terms of power, memory and processing capabilities, as they sometimes enter extended sleep periods to conserve energy. Thus,
challenges will arise, such as the risk of losing packets, varying patterns of traffic, limitations in network topology, negative
impacts on throughput, and limits on the maximum size of a payload. As a result, the lack of a unified definition of IoT architecture
or widespread consensus on protocols and standards for all components remains. However, numerous efforts have been made to
provide unified protocols and standards, such as the Internet Engineering Task Force (IETF), World Wide Web Consortium (W3C),
IEEE, EPC Global and ETSI having designed supporting protocols for the types of [oT networks (Shammar & Zahary, 2020).

6.3. Privacy and Authentication

One of the most concerning aspects of [oT is that consumers unwittingly compromise their privacy one piece at a time, as they
are often unaware of what data is being collected and how these are used. Many devices transmit sensitive client data, such as
names, addresses, dates of birth, healthcare information, credit card details and more without encryption (Foltz & Foltz, 2020).
Furthermore, IoT devices produce and collect large quantities of data, including sensitive information that is susceptible to poten-
tial leakage. Therefore, encrypting these data, both during transmission and while at rest, and carefully controlling access to them
are crucial measures. Given that a device itself can be a point of vulnerability, it is essential to design devices with security in
mind and ensure they have mechanisms for secure software updates or patches. Recent research has concentrated on developing
sophisticated authentication mechanisms to tackle the security challenges in IoT environments (Hasan et al., 2024). Authentication
is crucial for verifying the identities of both devices and users. The growing adoption of authentication measures, such as
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biometrics and multifactor authentication, reflects the industry’s commitment to bolstering security without compromising usabil-
ity (Rao & Prema, 2019). These strategies are not, however, without potential drawbacks.

6.4. Quality of Service

Numerous researchers and organizations have developed IoT applications, yet there remains a need to consider the user’s quality
of experience and ensure quality of service (QoS) (Laghari et al., 2019). QoS is critical, especially regarding networking aspects
related to traffic characteristics. Traffic patterns in wireless sensor networks (WSNs) rely heavily on specific application contexts.
However, integrating sensor nodes into the internet under the IoT paradigm introduces complexities. In IoT scenarios, the internet
manages extensive data from different sensor networks, serving diverse targets with varying communication profiles. Furthermore,
the development of some distributed large-scale systems, such as RFID, is considered to be in the early stages. Therefore, signif-
icant research efforts are required to support QoS in IoT environments. QoS management strategies developed for M2M commu-
nications may potentially be adapted to address QoS challenges in [oT scenarios. Cloud and fog computing form the backbone of
IoT, making QoS essential for distinguishing between cloud service providers. Given the competitive and open nature of the cloud
computing market, QoS is crucial. To thrive, cloud service providers must offer exceptional services that meet customer expecta-
tions (Mahmud et al., 2019).

7. IoT Research Trends and Future Directions

The rapid evolution of communication solutions and global market demands have resulted in an overall increase in IoT as a
suitable solution. However, beyond protocol standardization, numerous challenges persist. These include managing dormant
nodes, enhancing energy efficiency, improving security measures, ensuring scalability, optimizing resource representation, inte-
grating cloud services, simplifying application development, utilizing semantics effectively, and ensuring a high level of mainte-
nance. The merging of Al with IoT is also advancing data analytics, predictive modelling and intelligent decision-making within
IoT devices and systems. In addition, 5G connectivity promises faster and more reliable data transfer speeds, addressing questions
relating to, for example, autonomous robots, self-driving vehicles, and virtual reality, which represent advancements in technology
but also bring new security challenges (Ali et al., 2024). A blockchain can, for example, offer unique characteristics to IoT net-
works, such as high levels of security and decentralized device management. However, integration between these technologies
poses challenges, such as scalability and throughput concerns, as well as in managing elevated costs and overall administration.
This integration finds various industrial applications in 5G-enabled networks, among them Healthcare 5.0, autonomous vehicles,
Industry 5.0, supply chain management, e-voting, and smart homes. Blockchain, Al and 5G combined could enhance overall
performance and security parameters across these sectors (Dwivedi et al., 2024). To tackle limitations in short-range IoT capabil-
ities, satellite providers are considering new avenues. The introduction of long-range terrestrial IoT technologies has played a
pivotal role in overcoming the constraints of WSNs with limited range (Ayoub et al., 2019), thereby broadening the scope of
potential application scenarios for IoT deployment. Therefore, satellite network support presents a viable alternative in order to
compensate for a lack of terrestrial infrastructure (Centenaro et al., 2021). Introducing cloud, fog and edge computing can signif-
icantly reduce latency and improve overall system efficiency, particularly in significant IoT networks, either by leveraging the
robust capacities and scalability of these computing paradigms or enabling data processing closer to the data source. Nonetheless,
achieving this goal requires the development of a strong architecture that considers the limitations and diverse characteristics of
IoT-connected devices, such as battery constraints and heterogeneity. As a consequence of the lack of a standardized architecture
(Rababah et al., 2020), there is a need to construct a cross-platform architecture capable of accommodating the wide array of
applications used in IoT, while also addressing the unique features of IoT networks and devices. Furthermore, such a unified
architecture must incorporate robust security features to ensure user satisfaction.

Finally, privacy and security are critical issues in [oT, necessitating efforts focused on developing trust management techniques.
With the increasing number of [oT users, there is an opportunity for researchers to explore innovative solutions to deliver reliable
and scalable services. While there are ongoing efforts to improve the security and privacy of loT networks, more initiatives are
required to ensure high-level protection, especially for sensitive data such as those utilized in the healthcare sector.

8. Conclusion

IoT integrates sensor, embedded computing and communication technologies to facilitate continuous services across any location
and time. IoT serves a crucial role across diverse sectors, representing the fourth technological revolution following the internet
and ICT. Experts in research and development foresee IoT as having a more profound societal impact than the internet and ICT,
fostering societal welfare and industrial progress. Focusing on key system-level design issues, including energy efficiency, secu-
rity, scalability, robustness, and interoperability is vital to fully realizing the potential of IoT systems. [oT applications are poised
to revolutionize our lifestyles with advancements in wireless setups, more powerful sensors, and enhanced computing capacities,
promising to simplify daily life. As technologies such as Al, cloud computing and cellular networks gain traction, researchers are
increasingly exploring intelligent IoT solutions that leverage these technologies to expand IoT-based networks.
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Collaboration between researchers and industry stakeholders is crucial to overcome limitations and explore possibilities for em-
ploying IoT across sectors such as healthcare, agriculture and industry, and in smart cities. This collaborative effort aims at fos-
tering a more interconnected, secure and innovative technological landscape. However, addressing the diverse environments and
data types (e.g., text, audio, images and video) handled by IoT networks requires concerted efforts to optimize performance.

This paper examined current loT-based network technologies and ongoing efforts to improve their performance, identifying open
research opportunities and emerging trends. Key challenges in IoT implementation were reviewed, with examples of how tech-
nologies such as Al and cloud computing can mitigate those factors. Tackling these issues is crucial for fully unlocking the capa-
bilities of IoT applications.

As demonstrated in this paper, there is scope for researchers to focus on developing standardized interoperability protocols, robust
security frameworks and energy-efficient IoT devices. In addition, examining the possibility of new applications, particularly
those integrating IoT with cloud computing and Al and exploring synergies with other cutting-edge technologies, is crucial for
advancing IoT applications. This holistic approach will shape the future of IoT, promoting a more interconnected, secure and
innovative technological landscape.
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